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(54) INFORMATION DISTRIBUTION SYSTEM AND 
INFORMATION DISTRIBUTION METHOD 

(57) Abstract: 

PURPOSE: To provide an information distribution system 
capable of performing a primary and a secondary 
distribution of paid information and preventing damage 
from reaching equipments other than the terminal 
equipment even when the physical safety of the terminal 
is not guaranteed any more. 

CONSTITUTION: In this information distribution system 
for distributing digital information from a supply station 
101 to the plural terminals 103 among the terminals 103 
through an information transmission medium, the supply 
station 101 is provided with a means for outputting 
ciphered information for which the information is ciphered 
by a first cryptographic key intrinsic to the respective 
pieces of the information and a distribution key for which 
a first deciphering key corresponding to the first 
cryptographic key is ciphered by a second cryptographic 
key intrinsic to a reception terminal to the medium. The 
respective terminals 103 are provided with the means for 
inputting the ciphered information and the distribution key 
transmitted from the supply station 101 or the other 
terminal through the medium, the means for deciphering 
the ciphered information by the first deciphering key 
extracted by deciphering the distribution key by a second 
deciphering key corresponding to the second 
cryptographic key, the means for ciphering the first 
deciphering key extracted by deciphering the 
encipherment distribution key by the second deciphering 
key by the second cryptographic key intrinsic to the 
terminal which is the transmission destination of the 
ciphered information and the means for outputting the 
distribution key obtained by the means and the ciphered 
information to the medium. 
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1 Btf#«fc»JCi-6* 1 *#*4rltf *§-ffcbfcE 
*2flP»|i-l?li|F#ftsi-6#ai:, r^^ftll^i^i 
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»Bi«PK_iff>5ie 



1 

[«!M»#»«6H1 

■r*fflf«e*lKfl£i:*»e»«l***b6 4:i:fcK:, &t#*a48S 

EW «*B5fcteH*rfc« 9 ^ T bftfciB 2 JBV<> 

AftESB 2 ©at -^tcm-t- z>mm<ow. 2 ©fc-sHssrAiv 

stFE«t^ia*»«rflaEm 2 (Dm^m^m^xm^- Lfc 
tft, r.©m^i-J:9#£>;ft,5i!tjf2!fli©m^® ; ^ ME 

«fE«**»K:J:*WE«P*fl2f s -< S**AHlMR©tt-*fT 
fT*fcJ£ CfcipJfflfflf«oE»«:*ri6-fS t i t> fc. ffifi 

fl!*9i l fcE*t©tiMIWB* '^fi.. 

r i £r!!#m<t-r5fg#Jg 1 f-fE«c©ff ffiga^v'^'f- A„ 



(2) ^BB¥8-88 5 1 

2 

llftEflmfKKffitt, 

10 StflEW#ffi*{-@*(-S'J'9^T? 3 nfcm2©Bt^a*ffl 

fc«F#ft;E*«, * fctttttt^e* «fco*«:iltrEflM* 
iWEflMBeaaiEfrsr^uT, mmmw&&mfrbtem& 

*tfclWE«F*Ykf* -f /HlMl*J J: tWWE«P*YbE*« 

* !±, te©iiuEtim«;fc2> <b£;>8& ixfcHtlEBf ^7=' 
-f 5?^/H» ffife J: wmEWMB««&»*»6>eaiSlxfcStrE 

TttE#-3^HE*«*r**Lfc*, 

tbSStFE® 1 ©m-^-SiSrfflv^TBtltBBf Wterr-i 

WEHf-f^bf-r ^#-«Hflf«SrimEflMBe«»E*«cayj-*- 

5 ttj ^ t a. Ac r. t & mtt t -r 5 ft «sa* ^ 

40 fl»««M#SK«MStLA:ME¥Jffi^rtgftft««©K«r 

IS*^4 (ciE*©tt#ia*->x-rA 0 
KB** el lWrE«**S«:. ^*»e»*awjc«Bis 

ia^-^^x^o 

ffi* \c 2 (tga^j -r s mmttxm & ^ r , 
so m^m^^xm^^^^/^mm^m-^it^tim^it^^iy 



3 

mmm 2 ^i»««*^^*^t»j 0 3 t e>*x&ir&EJS 2 <d 
m ^m^m v ^ Tut-^ftrt- 5 «f -r ^ x £ , 

mE»2©«p#^il^:»lS■f-5Bl*^<o^B2©^a#«€:fflv^ 
rWEBff^K^ftsa^i-saais.fc^WEie^YkT* 

[0 0 0 1 ] 
[0 0 0 2] 

v?*/Wb; UK^tt^Bt 9 ft 5 r <h pffiB £ ft <9 00 

SttfcfrlH, *tK. #*, RB, "-ftif^*f^**:«* 

<o^fi*£ftT^5 0 

[0003] b^bft^sfe, rco«(^it®gaffi->^^^ 
a* & § 0 -ft fifijffl # £ o t &± * ft * u ^ t? & s a v 

So (lot, JiE^^A^^ftt^^-TS^^^ 



(3) WH¥8-8 8 5 1 

4 

[0 0 0 43 £<z> <fc 5 ftlSJHfc*. tf^T^^^^ISi 

a««Jft#»**WS*b-CV^5. sat, yyby^ro 

[0 0 0 5] 1 O«X0*jfett. ^Otf»HT*L^?T 
t^^«i:V7 b C^TSr*«lL.Tj!a*-r Soffit? 
10 foSo i"ft^> ft-®«{-[§Wc0ID^f»Ji9^-CS££ 

t>l^ yy h9*T<o«3EB#fcfflffl#(om-*« 1 D£fl£ 
^gy y h^»9iiA/-e*5< 0 yy b ^^r<Dmnmc 

fcfc, tl-fflt I D i: y 7 b ^^TrtO I D t S:Jt«L, - 

gcLft^ft^e»$ftftv>j: ptci-So fcfcu yyb 
y b i?*T^*S)S«*"eWF-g-Yfc;LT*3#, e 

(^-T^ffi*«i£^) ^»jttSft-c*5 9. 

*©«i:*-«-»«U«#^?>fc««i*ftTv^s 0 yyb 
stft#w\ yy b£*T&B*f£>« (^rmy7^i 

*f-\z.m%~ik ztitc yyb ^ ^7-*3 ^m^-^ 

30 coy y bli^v^Tfft-^{L^ttytyy b ^^r^^-^b 

[0006] 2o*©*Sfc yy b^mr^ijfflid^ 
LTR&4r?Tftv\ yy b^^rcogs^^M^£i-s^ 

r-fe»9 yy b^^ro^ttT^i-^ 
40 "S*M W £W«*tS*S:^fcSo ft*5. jB«itii«. Ik 

(sss) ^ti^" , f?««iff^ttm 

Vol. J70D, No. 1, pp. 70-81. 
Ryoichi Mori, Masaj i Kawah 
ara: "Superdistribution: T 
he Concept and the Archit 
ecture", Trans. of IEICE, 
Vol. E73, No. 7, pp. 1133-1 
50 1 4 6. 



5 

frb 3 tr - Sr * & 5 AB fc fflFf o 
(2) 5 K«#rt 

Eft&ri/OKo -r&fo^ ^^ifc/SbrfflWkaior 

So 

[0007] ^<d£ 5^*Jfflfr^^s*ur»^-e#stt 
r#<, ^t o —vxh^(7>mmfrb<D£ik&^x^%:\s^ 

[ooo8] aum^ft yy hv~T%mmir 

h^Tf*. yy h& = T&»i:*:<omftMiM\ztt1r& 
ii*fy7 hcoa-g-*frv\ yy h^xi^tt^Hfc 
±r#i^ yy b 9*rt*eft-?#fc^J; 5^-rs e v 

^^—^(oh^m-rtinxm-^m^yy v& 

b*<V^XhmftT&^k&m7£L,X\,^Z>±ib, ¥<DWk 
[0 00 9] £JLL<Z>«fc 5fc:* «^f)7 7 b^rcTt-^l- 

<£>r% 2^ffl^ 0 ^(^f^5T*fe5 5^Off# 



(4) Wffi^8- 8 8 5 1 

6 

[ooio] mmmo z ? tztfinomm twi&i: 

£<^f*{ftffi£;h,r^*V\, 

ioo i ii 

[#9Sas#BfcbJ: 5 klrzmM] «JbgftWL«:J: 5t-, 

Wt^JWbTV^fftWSSIt^tt&ttfc^^^^^A^ 

[0 0 12] ±E¥WK«*rfc£*u;fcfc(Z> 
r*>»9. *»^f*>r^^/^««^E*^ite«^&tT* 
5«»fe*<, BEfcJt^f*^ v^/Mf$B£rl&#bri^ 
«*RB^<D2ftBB*t>^Brfc!?. 2*— «S*3g«<o4feffi 

mmsk^v \z& tf *v ^ w#e* ^ a js j: tftiMMa** 
-rs - £ <£>r # s««ga*^^T- A*5«tt/««Ba**-isfe 

[0013] 

5 mE7^^/H*«*gtt5*»oW 

IB-r >f v?* 2 &tofcBB*^§««BB*v'.*7 i A 

W«ftW^bfclif^7 =r -<^^/i-it«t, r<z>flf-SHfc; 

stb^ifc* 2 (om^m^m^^xmm i ©w#«^*ns 

-T^m l ^*#»*r«P#ft:bfcBP»ffe:E*lit SrWIBflSf 

40 tteattEfrSr^bTeaStbfcfilrSEIfF^fky*^ v^^/Ht 
«^J;V8aiaBfip-S-fbBB*«*A*-t-SA**»i:. ItffiB 

m2<Dm^m^ttj£^&mm<Dm2<Dm^m%m^xm 

9(rlBflF-i-fkBE*|iS:«rEJB2(Ott 

S5S«^*(rE««**^H*^»J9 e>tbfe^ESB2o 

50 c^Bf #YkBB*«**#a(c: J: 9 #?>ix5*!fEi*-§'^E* 



7 

[ 0 0 l 4 ] # * L < J*> MCflr WH*** tt, DifGtt 
Ef"JJB^**fflM8©!E*r«:fT 5 5pJffl«a#« t & $ *b 

[0015] »^b<«. «rE**#a*J:tf«r 

i*m**WT-ttHutH«##t^^ e>ia* § Jut huE-t^ 
Y) Stfc* l <DB|f-§-|i^rfflV'>T^x-t' v^/Hf 

£ l ©*-Wi4r«f*fl: Lfciff ^{bBa^gt, * fcttttKF* 
tfrEWWi*** «\ S(rEttf«fi«ttE*4r^L-C, 

&ejgS*x;fclJtrEit#fls?*-f ^#-*««U3±a««rEfl!f« 
^&t. iwrEjfS2©«(p»«ifc»rti:-rsH*©*2©a* 

AH*«Sr«rE«f«e3ftK*K 5 Hi A#« £ Srfi 
[0016] * L < fi, SfJEW««*&^f4s B&Effif$8 

£*©«*#»£, MEflF^f^^/HMSSfcfilWr 




(5) 8-8 8 5 1 

8 

^iitlw HWEtt^frafcjs J:tWftEli*fT*H:ii£: 
tTB(rEfUffl^tell*««*lft#ai-»ilft*HfcliirE*«J 

[00l7]Sfe, ffSKIt ftfrE« ^-SP 
ttfc:*s^T, «fE^i>#/Hl»«^*te&frfct«!9 ST 

fcfg i com^m^m^^x^^f s^/HtfRsmt-E-fbLfc 

toUflGf* VPMUnt, llirEtt l ©««*H*mH*»c 

«J "3 St ibfrfclg 2 <E>Btf4H»«r/Hv>TgE& l ©Bf^Kc: 

wsA^fs/Zir^ flfiE^2(DBt-^«iirm-rsia 

#©*2 ©«*TJ«rfflV'»T«rE«F*{fcE*«i*a*-r5 

mi<z>mfm&. wsmm2(omm&m^m^^M , omx 

20 ?>i^/5:Hf^E^2coBt'§-|i^fflv^TBt-^•^^:i-SHt^-{t;^v i 
s/7"i:, rcDBf^-fb^^^^T^ibtLSSfiEBt^bBa 

[0 0 18] 4fc, (t»*J5 8) Ttt, g?lcDft 

S««ga^}fe^*3^T, b&E^^ ^/HKHsrt ti 
GizMK) Stfcl 1 WBt-§•«i5:fflV^T^7 ^ ^• 2^^ /Pit* 
^Bf^fbLfcRt^HbT^ v 5 ^/Hf#*J<tt7mlE*l ©it 

m l ©B£^Siic*f/£;-#-5Sg l ©**«i*ri«*fbUfc«f» 

fbga^it^A^-r-sA^^^s'^i:, ffim?$2(Dm*m 
ic«-/s-rs@*wm2 ©«-§^i^fflv^TMEBt^-{bBa* 

ftHPJ*s J: tW9E«F*ftf f -f i>^/H*«S:ttl 

Jrrz>iim<D'Pt£< b h—JT&ff?Xy' yy°b&^ftZ> 
Zb&ftmb-tZ. 
[0 0 19] 

40 «iSS^{c(iia^^MliBif^S;{ij:S^2co8t^i • 

o<D^itt[^ — cd tot teSo 
[0020] ffif*«t«&^-e«, :r-c W^mxsmmn 

m 1 OSt^TBt^b LTlWb-rw i^^/Hll««:^ 

©«#««rJiEbfcJ: 5*S«**H*r©JB2©«f^ 

50 T*»t^bLfc:Bf-§-{bBa*«i^Baii-#-5 0 



9 

[0 0 2 1] KfcrtFHHfcT^ ^*/M*«£>BB*& 

[0023] *»W-e«, nf-i-fbx^ v^Mft 

[0 0 2 4] ^ot, »mt«rft«too, y^^v?^/U 
[0 0 2 5] 

[0 0 2 6] Wx.W»*«2^3SW(Z>J: 
WflHftlR«r*3ai-*t»*, @B*«^O^J 0 m b-^*** if 

(ommrfm^M vxhWk^iEm^n o^t % 0 
[oo2 7] »#«4©«9§-cf*. sa*-r^7=v 
^^^««^«H^r^» i vrn^m • g§ i (omwrnzm 
mst\ #«««*w*H#fc*2c[>ii(F#ii-*2(©a# 
•titfciists. **»\ * i • » i 

-cot)<7)<t^6o m 2 (Dm-^m • SI 2 

[0 0 2 8] ff^gtfc^T^ 7*-< v^^/I^Wftttll*^ 

«i <0W^^iff*{fcbTit#fls^ i^/Hf 



(6) «rBH5p8 - 8 8 5 1 

10 

©CMHBfe JhlE L& J: 5 *S««*H*0># 2 OBf *m 
[00 2 9] g£f£Rff-SHfcx ^ i^/Mff 

-So 

10 [00 3 0] £« flF-lHfc £ 1 

[0 0 3 1] ^^t% *#w?W\ WWfc^^/Hfif 

« i i «*^hw^» 2 ©i*-wiT?WF»f t b 

20 [0 0 3 2] ^oT, fffi^ftlloo, f^-J^/V 
[0 0 3 3] £Ac, 4#^CDff 
[0 0 3 4] fi»J*.t*»*«5©*KOJ:5{-»« 

[0 0 3 5] **Wi^J:*u^ BE*SiXife«aS: 

[0 0 3 6] »*«7©«Bm Ifi*^^^^ 

i • * i <D&*m& 

40 »2OBt-§«.»2^«-gii^|l#^aST?>*b5 0 * 

£xfmmm^tt(D\,^Tth$:mm^xh&< , ts^Rf-^ 

[0 0 3 7] ttaWBjfcllltt, v=> S^^««f*B*r<Z>SS 

i cDPt-^iTPf^bfeBf^^v . rco 

«Sr±ELfc^5*aK«*B*©fB20li8F#»^l»» 

[0 0 3 8] *fc, ^Offlf««*tt, RfcrtF*^^^ 
50 ^^««<Oia*«:S»tTl^5»^, te<35«*«»*— . ^ 




11 

be km b x & s s muf^ * tb&flF ^ b 

Srflico « f- Rf -g-fb b ft *s b r e S r k 

&X%Z>o 

[0 0 3 9] *^t:S^SBioa#«S: 

[0 0 4 0] «ST1i N Rf^fbx^ v^/Wf 

««rK*W{-tt«JRRft<Ba*b»>c5-*, Kflt-H-fl^ 
-< ^#yHl!f«©«F#ffc:^fflv^fc* 1 cost^lf^/S^S 

m 1 vm^m* e K^nt^i 2 (7)Bt-^siT^#{b b 

[0 0 4 1] fct, boo, WWe^ 

it 7*^ e^/H» monm srgfts «a> 9 

S 0 

[0 0 4 2] #£©W«**©ttattS^tt#« 

IiE£;h,ft< fto^#^{c:^^^^(f^^^^(^ 

[0 0 4 3] f»*JS8^*MT?«. 12***1/57* 

*f ^/MfMBUcfiB^JB 1 <z>«p-g« ■ m 1 

cDm^m$mi(izwmxbfrz> 0 mi<om^m* 

So 

[004 4] ^*^*U*H#<0# 

1 co^^-r^^bbfcPf^fb^^^^/i-ffa^, rcD 

«*±EbfcJ:-5ftStt**H*^2^it-^T?»t-g- 

ftbfei»-g-ftia*«^ia**nSo 

[0 04 5] RfciffiHUfcT^ i^^/HtfftcoSE**: 

Mnm**<D&i£mtt~r?>^k&x%& 0 sma^t 

Iff ^fcS*bfcJ& l <0«#I^K«£K:S:#<OJf$ 2 OS^ 
«-e«#bTK»l(OtB^Sr*fflbfc«. w^ico 

So 

[0 0 4 6] Itf^fl5x-f S^/Mfif 

«ft»*fl&^j4«(|»tt<E*b#^S-*. R«F*ft;7* 
* ^*/Mf ^flf^bl-fflv^^ 1 ©W#«K:»JSi"S 
» 1 <d«*H»*t 6 «*^H WcofB 2 oopf b 
feW^t^«fc»»bfc«««B*<o** % WHHfcT^ 



(7) #11^ 8-8 8 5 1 

12 

[0 0 4 7] *fls*t*T««boo, ffifWtt* 

ft i^^/i-««^BE**SWS - t *s-e# Sft^9 

a>e>* 5 2 *wfcB*-r s r k »*i 

mx%>z> 0 

[0 0 4 8] is.1t, immi(o^mkmm\^ 

10 [0 0 4 9] 

immmi sir. mm&#m\*ft&h*&m<Dmifcw«: 

gi^-rSo Hll:it *5SW©— H«B09^«S««Ba* 

#«2iff««riSM»T*E#b, flm^*Uffll*fcfflfcTR£* 
*T5 £ 5 ftti«iB*^fi£:ll5i.bJ: 5 tt*S»&^«Fa 
-C*>9. «*^*-^*««i-S«««l&Jai 0 

«to 102. mn<oBm$:&iV&kkh^ swfc»« 
* fc 5 v ^asm lt 2 &toi-@a*i-s r. t as-e 

o 4*»e>ftSo 

[0 0 5 0] *HJ£fl»jT?» 5 E*»«[«, 7^ v^^/Hb 

*ti^c^^^ h • ^ • ^l^^^>sv^^4m^^^ffib/-- 

[0 0 5 1] ff #PHf&^ 101ft 103(7)1 
**fcJStr. tffskDtiMR (W^*fP*) (OBa*4rfT 
30 5o SKflJft^^^^rtfcWtsWttiltl&Si o i 

[0 0 5 2] 103ft 101W 

ofc^»«*^o**fc5v^f4JIDXbr^lll©««iB*l o 

3 f2l«-t-r 4: ^t?# So ««W* 1 0 3 ©ftfctffiR-T** 

So 

[0 0 5 3] 1h-^^irV^ 1 0 4ft e^cOif^ffi* 

40 i o 3 ^sttiiof -^-<-^ i l t *5 , 
}&cxmni&®mi o 1 *>b<tt»«wB*i 0 3ht 

^ir^*^S 0 

[0 0 5 4] 1 0 1, 103, 104 mX<D\gm<D 

eattiijS v-;*7"A 1 0 2 ^r^bTtT^tvSo ft*3 % ^ 

50 « k &m ft i "CSV > fd» ft S ft ^iS£K<* SrWffl 



13 

[oo5 5] *mmmx+te, mismi&mz#tt&sfii& 
±y*— 9 ©^jek^bs: ^ hj<D$m % w^r S it ib s 

LT^o< 0 «««B5R1 0 3tt«^«fiB*2S£LT:fc!9, 

[oo5 7] rrr% ««©ga*eflcj2i»A"t-sft5^ 

So *i\ LTf*. «^tf* 

CO 2 0©^%x.^tl§ 0 

[oo58] i oojsii if mm&m 1 o i ^e«« 

S*i0 4^i^ »«<o«*fr*, flMRa>II*fT** 

So 

[0 0 5 9] ffi&<Djjmt^ »«ft»Jai0 1^C0t 

^>tT^ («9x.tfi»a«s* i o 3 H±t?o*»«*©Ba* 

^fff^o 2 fcm&^ft*v^fc*tu «#<z>;fr 

[0 0 6 0] *»Jt1j:, «**iJ^^Bff^*tbT 
^^tT5^^^>^#sm#^&^fflv^S 0 **3. « 

v^teft^ijffl;i:£©j|»^ s^ x ^co/c^^^^^- 
So r^^^l'KL, *Sllfi0ra*, "@Milv-^x 

A" t-T^^ti,T^S^^v ? ^-/l-co«^c < b?iJffife^ 

j; 5 ftttm^fcSo ^-^w^ft «^uffl-rs 



(8) «Fi¥8-8 8 5 1 

14 

(#Htfi«T?te« i o i) fcigaM-jx 

io mmmxmtmn<ow:m t t h^mmm^m^ix^ 

So ii«lH|j»ic:J:9*Jffl|E»fciSfirsri:fc-T? 

^s 0 mm\B}m\z£&Mnx\^ mnmmm^h^m 

[0 0 6 1 3 K±RMbfc«tB4:lia-*-S«WS 

*i o 3©«^«y«:ig2 *#M8u^se>iftwi-5o H2 

1 % jx— tf^^-y 2 0 2, *^ffi2 0 3. KA* 
§152 0 4, 2*8B«>r>'^7 3i — -^615 2 0 5. flJfflffiSk 
20 B«fflEfle>f >"*:7;c— J*fflS2 0 6, iiff gfS 2 0 7 £r{Sx. 

[0 0 6 2] iO5*)R4^a-A'2 0 1tt, ^Stft 

i£»S£jh,fc-=e^a.— /H?S> <9 , ^^rtffi^ttH 3 in** 
5 ^Hff»J»Bi5 3 0 1 , 3 0 2 , flt 

laticgp 3 0 3. asp 3 0 4, i^s^ ^ y 3 0 5 ^ 
^^^ixrv^So ^^^^-^^swt-^-rs^ 

fed f ifll/r * V^A-aSff ft-** S *S , ^r^tf s 

^^-/^lf^/LS lie j:«9«jsfi-rs* 
fe, AU*j»«^^^^-/Hk**«IB^»Jh-t-5* 

*5, ftaWft^ET^^^^J*AHi*i»a^«f|J^*S[ 

S!ffl««ra0!;U*, ^tS^ Ryoichi Mori,Masaji Kawahar 
a: "Superdistribution:The Concept and the Architec 
ture" , Trans, of IE ICE, Vol. E73, No. 7, pp. 1133-1146 
f-j£-<ib;ft''^S 0 
[0 0 6 3] M^^^2 0 1il 0£-^ffc£;h^W 
40 ffi^r^^-rs^tg, «*Lfc«««rl»»fb-r*«tB, £5 

*Uffl («» • (-^bTii^^i-S^i:^ 

9o **5, **S*u^ia*«* (spit) W 

^3.-^2 o l rtSB^fRK^^ey 3 o 5 td{£}$£ 

^-TSJ:5(-, ffif«co2»c*iJffl^SixS»#«, IS^b 

50 [0 0 6 4] ^-fV^-y 2 0 2ft flf ^{t£tlti\tm 
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0 ST^i^^S^v Kictfu Ba*«*o>«-§*^ 
l 0 1 ^co) (ftilffi* 1 

0 3^) t##CQi£lf s U3^b</J) liftcO 

[0 0 6 5] *^SP2 0 3 «*StbfcBa*«*^«r 

So *Uffl**lB«fflEff 2 0 8 fcLfct, IC^-Kfc 
[0 0 6 6] iiffgp 2 0 7ft BE*« ««<Z>i£a««:^ 

gp^^T^fc^cDiiff^ >^;7^— *-es>5 e 

*»««*10 3li £tf>««®2 0 7£^LTii«v' 
^7^ 10 2 WSttSfrT^S,, 
[0 0 6 7] 2 2felB«>r ^^7* — ^ffl2 O 5tt % SB* 
Stbfc»«*:IB«i-S*:4e>©2»:l5« (H^^T) £4* 
B-tZsO-? 7 ~-XX'$>Z>o 2»clE«^fi. 

[0 0 6 8] HT, -hflE«J*M*5^*»ff«*r«ie»fc 
£*vcv^ 0 f#***l 0 3T11 Ba*«*(^tt-g*^ 
o i rt<z>H&tfaffi3 O 4d«*IJfflflE» 

m 2 #:e« ag^-f) b < te^-f-v ^y202 
^e?ia*fli«S:R^^^-^2 o irt<z>»SM*-y 3 

0 5l^t6 0 

[0 0 6 9] &*3, E*fllf*3»*«^»^^tt, 

[0 0 7 0] ^frffl»ffi3 0 1 te, BMk^v^x— /W2 0 

1 rt»«««r«wai»a$ 3 o 3KiMWS;ftT^stt^«: 

fflV^Bt*«/tt#*3 0 2(D0f-§-a^{-J: 1 9«^b, ft 
SM^y 3 0 SfcftjffrfSo *^ffl5 2 0 3T1«i^^ 
y 3 0 5<D\ftm~T?±* U Of ffiS^fcifSrfi^o 
[0 0 7 1 ] ^&^v^-7U2 0 1 8K&Waffi3 



(9) ^3p 8 -8 8 5 1 
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0 4 {die. ff8*.Jia#*^U)tH»S:^9>' hb, 

Hfcfc 9 S>**#<D«#*«^«Ktt 2 0 8 F*9 

o*»i*^b«lltS. flr*EttHK*2 o 8^£*x 
tv^I^^ WHfc«5bU4v^i: SfcttBMfe*^ 
-^2 o irt^)3ltT*J»^ ^-^3 0 l^fti^^y 
3 o 5^t$r^ y rt^^^M^ox, la^ft 

[0 0 7 2] r 1 0 3 T?t*tit#(Z> 2 JJcffi 

10 ^stbT^sit^i^-rs^^a^^^^s^T^ 

20 [0 0 7 3] ft**, BE*ftt;:ov^T2»:1!effl*:»fpr/^ 

So 2&tejH#*jfcS;h,Tv^#£\ a#s*tfcB*» 

[0 0 7 4] W_h^. W««*10 3^M*5J;tJ««iB 

(cl*5v^r>sv^sffffisa* d^ia**5 * 1^2 ^ia*) 

*^S:4:2WH<ot>©l^:■ov^TR«i-S. 
30 [00 7 51 H4li»l ©ffifftga**-**:^ LT^3 «9 , 

^^-^2 0 1 F^gP(D«ifBtigf5 3 0 3J^«, ^tt-^tb 

«i («f*» 0 lS3J:t/#«««*l 0 

3^&r^-fe^nTffift4fcffi-e^lBSixTV>5 0 I^Ts * 

tt J: 5 ^^S»#ffl*# i ^8»SK_i L N <^ 
»PK_i ir-TSo 
40 [ 0 0 7 6] ^M^c^^Sfi. H 1(7>-^— tf^irV^ 1 

04rt ^^if- ^ ^ ^^M^rs r t r-tro r t> ft 
fcav^r*. &B«t«*«*#i©ID«f«iS: 

fi^bTJMk^i&A/tf-r— ^{^f— tf^ir>-^ 1 0 4^ 

*s«#b, B«<0*ft^WlttEW»S:2a!»"rSii:-efT 

[0077] ffir*«|gAi 0 1 -era, ««prrtJ2iH*r 
(Z> M iaflr«wK_p w ^r^^. «a*ia*«^J:9iifiF«- 

50 mm-%-%mmirz> 0 ^<Dm^tn^mm^, c_p=w 



17 

K__P (P) km&1rZ>Zk{z.-tZ> 0 i fi x 

^ ur »#tDE*flMS*r*7c-r * c. * a* wea> *o 

[0 0 7 8] £TF* EISOD^n— ^-v— h«r#ISL#as 
fc. ttttft&A 1 0 1 i ^<Df**<0 1 ft 

E*<Z>*»HS:BiW-*-£o fc*3* 1 0 1 

itmmmm.c_p^xm^mwK_p^]) vxm 

[0 0 7 9] *«K:ffif«tt;fc# i l 0 1 

^W«POE*<0«#a*#£;-r£ (^f^si) 0 if 
#tfc#&^ 1 0 1 tt£#5c<D«#«*# i fcWJSt-S^Bl 

*iPK_ i tr^-t>^ i o 4^e>8t#i-s 

2) 0 

[0 0 8 0] 1 0 1 £««SB5fc# i 

BE^d h ^/i^^U ffirttfKtt^ l o l ttffif 

AMMWeSl 0 l) a»&a*«ri£«K ttBIHN (r^T* 
f*ffif««*# i ) *s*©a»&»*«SK__ i xm^t 

b-cssaiu tftfift(Tftt^iJMiPK_i tifsix^ 

[0 0 8 1 3 BBE^^L/cW^ (^T-y^S 4 "CY e 

s<om&) s w#«#»i o pf^t:ff#c_p^ 

fflV^fc:gB^^iWK_P$rf2tiSH^b^U (7f^ 
S6) % r ©ffi*«WK_P i <^^BB«i-e 

S«««r«F*ffcE*liiW-»ri:fc"rsi:i:t>K:. D_ 
i P-PK_ i (wk_p) <h^fai-^»r iric-r^o 
[0 0 8 2 3 ft it. gE^i-^if#P^»&^ft:if#c_p 

^11 (^T^/S8) , Bf^t:iS*«*C_P*5<fc 

o5«p#ftia*«tD_ i p i i-ga*-T£ 

9) o 

[0 0 8 33 _hl5 1 #cE*t- J: 19 rtF-Sg-ffcE*« «C_P 
&&xm^iti&Mm>_i P*g«Lfcif«*B*# i 
tt, 0 1 rtc£>gi!eita5 3 0 3 L 

T*S«K«&«SK_i *fflV^«P#«/«-g-»3 0 2<£>ffi 
^tg^i: 0 flp -^ffcffi*«D_ i P^?)EtBWK_P 

$ e>i:E*«wK_PTittfffl*ttac 

_p*a-9-rsr ^^-e^So e*#^k_pj*««*8 

i <B«&^a— /U2 0 1 ^«flSfcf*9i;h,1\ E*ifif 

mmD_i p^y v^ftJt**t»iw**us e 

[0 0 8 43 fc*3. ^f>;/S 1 ~C\ ff i frh 

E*«rBB*6-rs«:to?i^ ««««« 1 0 l ^b«*« 

^# i ^mnp<Dmtt%m%\irz>- kxmmttzmte 

[0 0 8 53 ftt-. BI6<7>7P— ^-r— hSr^BBL*^ 



(10) #i¥8-8 8 5 1 
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6, W««B5fc# i d>fctiMM85fc# j ^©««G>2#cE* 
O^BM^^P^i--5 0 ttjs, if i J*, UE^. if« 

msmi 0 i^e>ia*«*p^*tiE"r5ffip#fbE*f»« 

C__P«rA#b-Ci3 9, fl£^{bE^if ®C_P £^<7>lff 

^{bE*«D_i psry v^wttb»jWLTfcst><z>t 
mmz* **i^w*«*# j i —w«p 

<DUft<nm$ti)m±irZ> (^f y/si 1) 0 time* 
10 # i ttS*5c^W«iS*# j ^»/S-**S^BI«PK_i 

2) o 

[0 0 8 73 ft(-. i&BE*^>#-&iH«©*-jfet?. if 
i . j (omxmU^fv ha/^SrHtrrs O*^ 

S^S 1 3) o rcD^^^^S 1 S^BffiE^a h 

[00883 mm^F&zhi'fz.m^ (XTyT'S 1 4T*Y 

e sCQ4§<^) , W«R«^# i tt«F-^fkE*«iD_ i P £ 

ei3rt-£ (^fy^s 1 6) o ftt-. ^bfc&t-^ibga 

20 ^@D_ i PSrSidbT«f«Sg*# j t£*1~l#-§-ffc;E* 
«D_j PS:^riEi-S (^Tiy/SH) 0 &i\ «« 
i ttBff ^hise*«d_ i p itf^c^# j <dam 
mPK_ j SrR&^ev^— /U2 0 1 (ciA^i-^o 
iS*.—/U2 0 1 T?^. i ffl(^Rf^ft:IE*«iD 

_ i P^feE*«WK_P*Bt9 tUb, SfeJJiif*** 
# j ^*fl£-t-5^BB«PK_j -ertF-g-{bbfc»«SB*# 
j fflcOfff-^fh;gE*liD__ j P = PK_j (WK_P) S: 

[0 0 8 9J ft^, ga^-r^ff^p^pf#ftif#c_p 

30 £rl£^b (7f^S18) , Bt-^{fcga*W«C_P*3 
Jtt^l»#-ftE*«D_ j PSr, i»*R«S*# j t-ga*-T5 
(^-r ^^s 1 9) 0 

[0 0 9 03 -hffi2ft@S*(^J: 9»ff-§-{bE*f#«C_P 
*3J:W«F-9-YMa*«D_j P^rSif bfe^rSif Lfeif^ 
j R^i^rL— /U2 0 1 F^O^|Eitgn3 0 3 

0 2<Dm-&mMlz£ 9 fflF-^fbE*«D_ j P^feE*« 
WK_P^r®t»9t±ib. Se>(2iE*«tWK_PT?l*-g-YkE 

#*#c_p*«#"rsri:ds-e#5o ga*®wK_p 

40 t^if j <DWt&**J=.~/t'2 0 1 

1\ E*«*^«#l*K:tt, ##Yfc:E«*«C_Pi:^: 

[0 0 9 1 ] **5, ^^^^S 1 1 T% if®C*# j ^ 
bif#^*# i^«r«POE*«rSI*i"Srt-eflMBE 

[0092J **S;-e«, Pt-^Yt;@a*«iD_ i p^^d 
_j p<^^©«J: 5*#^fbE%«^3E»teS«, 2ft 
50 Effi^K^BirftS^s, flf#Ybga^it«C_Pgft:^ 
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K„PfcJfc^ffifcT*#^fc«>. W-g-fbSa*W«c_p 

[0 0 9 3J #*3, <^MgiBf-^i: URSA (Rive 
s t-Shami r-Ad 1 eman) Bf -^SrfflV^/c^ 

-g\ l^cwK_p*«*^iiff#«^Bf*{kt-srt{;:tt 

•J.Hastad, "On using RSA w 
ith low exponent in a pub 
lie key network", Lecture 
Notes in Computer Scienc 
e: Advances in Cryptology 
— CRYPTO' 85 proceedings, 
Springer— Ver lag, pp. 4 0 3 — 
4 0 8. 

«9ff i LTRS Aiff ^rfflV^i^^ 
R S ACT) 1 y# t L-Xm^fc-V^ Z^XW-l XJ3 

fiBWU'fe^v'a v^£|£»*sa*R*£fiS;U R I I 
WK_P (fflU I I «x-^^iSJeS:«*-f S) 

[0 0 9 4] ^2(^ff#gE^*^:(c:ov^TS^PJ-r 

[0 0 9 5] «-«*38* 103 Mf3. K^e^cx— /l^2 
0 1 rtg|5^iia5tSgi5 3 0 3i^H=ffcOffi«fidS|EttStbT 

rco^ic^ tgfflf*-^/c*6. ffi««ttrtp-g-fk: 
Sir, **S:^R?9-c 

[0 0 9 6] 8MK«K_ i <D*f— ^(31*— tT^-fe 

^104^ffllt*5^ fl^<c»fS«iH*i o 3(r*f 
jSt-£8ME«K_ i \^—\f^>^ 1 0 4 0^ffig 

■siie-^feSo ioi tt-y— tr^-fe 104 

[0 0 9 7] flHRft|gj|)l 0 ITU *«P^i:^H*r 

ffll»^**iJfflt*So -<Z>flf-5§-{fcW$g£r, C_P=WK_ 
P (P) i8B**-Sr tfc-TS. jtt, sa* 

[0 0 9 8] l^Ts H8<Z>:7n— — h^iLW 

e>, i o i *>btttttiB3fe# i -oft «(d i jjc 

r«c, **p*H#oia««wK_p-eiit»ft:u, flm 



(11) ^^P8~8 8 5 1 
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p, i»-g-{t:iB*««c_p*5j:t^i&fli«WK_PS:y > 

[0 0 9 9] *«JK:WttUfe|e# i 1 0 1 

^W«POiE*<DS*dS»^-rS O^S^S 2 1) 0 

i o i tta5*7c©«««*# i i^ets^ 

2 2) 0 

[01003 mmw&mi o 1 i £0>mn? 

io -rs (^f^s2 3) o z.z.x*<Dmm7* h^^te, 

10 1) ^ai££r^9, «BBE« (^rT-tetf^g* 

#i) *s^^a»*ffi««K_i-eBip-s-{t;LTisa5L. 

[0 10 1] fMEf£J&Sjbfc#£> (^xy^S 2 4 T*Y 

e s (dm^) , i o i« N m^immo__p 

i^lfflv^fcSa*«WK_P^:IB|ft3S«^6«l5Rb C*^* 
20 /S26) , r<OKl*«WK_P i 

fifcSix5»«SrliiF#Yfc;iE*«i:i*-Sr. t <h t h 

D__iP = K__i (WK_P) tmm-t&^bfc't 

[0 10 2] ftcl^ E«t5»«P©*fft»*C_P 

*t£*L (7T^S2 8) . l*#ftBa*««C_P*5 

J;UW^fcia*#£D_i P^rff^«*# i fciBMrTS 
(^f>7/S 2 9) 0 

[0103] ±ffi 1 J; «9 rtF-g-fCB&ffiW ^C_P 

30 j3±tTO^fce*»D_i P*rS«L-fc««UH*# i 
te. I&fe^v^— /t-2 0 1 rt^«|E««|5 3 0 3l£»#lL. 
-C*>£«HK«K_ i &J^W*B/«-(§«3 0 2<Dm^ 

mm^xvm^itm^mv_i pd»e>ia*«wK_P4r 
SC9(iiu se>j2:ia^j«wK_P"CBff»{kia*ff«c_ 

P^rl^tSo E*«WK_Ptt«HM*# 

W^fbE*W«c_Pt-t^Bf-g-ffcia^«iD_i p 

[0 10 4] &3b\ ^T^iy^S 2 1 T% ff$«3fc# i ^ 

40 &i«KKni o i^mmp<Dmm&m#:'fz>zLkxm 

<BE*S:H*&-rsf^*>0 1 0 1 ^&«« 

i ^fS*P<©SE*ta^i-S^i:"eW«iBfliS:liB 

[0 10 5] 09O7i3-ft h -h*:#ILftdS 

mm%&m# i d^«*4g*# j ^<z>««<d2&bm& 
^^nii^ifep^-rso tt*3, «®«*# mm 
m&m i o i ^feiE*««p^»/ci-5«F-g-ffcia*«« 

C_P?rA¥LT*5^ Pt-^fbia*W^C_P ir-^cDBlr 
50 t^c 




21 

[oio6] mnm&m 1 o 1 ^h<o 1 

mn^Mn j I'Mmrpoe* 

05*dS5£^f S (*Ty7S3 1) 0 i 

tt, «#POW^tE*flMBC_PS:«|*L 

S3 2) , fflf««*# j ^Sr36«i-S (^f^7°S3 

3) o &*5, i ^e>wtR«^# j izn*#fbE 

[0107] m^, mwt^mn j «:B»HWbE*««c_ 

P<D«#fc^ilftrtF*flsE**D_j P 1 
0 1 fcK*-t-5 O^s^S 3 4) o 1 0 1 

# j <£>8fft«K_j Sr8t#i-S (^x^^S 3 5) 0 

[01083 iftE*©»^iw*tf?*ife^ w 

S3 6) 0 #*3 % ^T5//S3 6ft ^i£i-£tif« 
j fcBRA-TS J: 5 flF^bE* 

«^E*3teas*2Si£«***# j -c&5a^5a**»B 

[0109] mmzf$7bi,tzm& o^s^s 3 7-cy 
e s(dm-&) , mmmmmi o n*. flF*fb««c_p 

t-fflV^E*^WK_P £r^itb (^^8 3 9) . 
0) 0 jfe*S, Bf#fbE*«iteD_j P=K_j (WK_ 

p) <t*iM-s 0 

[0110] Wf*fkiE*«D_j P^W«^*# 
j i£E*-rs (^fy/s4i) o ±iE2 9cia^Ticj: »9 

«F*fbE#flf*C_P*5j:W«P^bE*«iD_i P£S 

«bfcW««B;*:# j tf, i^v?^-/I/2 0 1 P^OTgtfE 

«ffl5 3 0 3{c:»j(fiur*>s»ffi«iK__ j SrJB^ffiF-g*/ 
flH§*3 0 2 ©flMHMBfc: J: 5 W^WbE:fli«D_ j P** 
&E*«WK_P3rBE0 B1U S tb\z%ttmWK__PX* 
«F*fkE*««C_P«:«*i-*c:t^'T*#*. E4MB 
WK_Pfi«««H*# j 0>»4k^v?~— /U2 0 l^HWfc 

P£*<z>i*#fbE*«D__j PiiUv^W^tiM^ 

[0111] fc*5, ^T77°S 3 1 -C\ W38#8*# j ^ 

**M/fr*-*ftb0 I-, i ^bffif««*# j 

[01123 z<Dttxtem^<k®ttmmc_ptdrtf>$ 
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^fbE*W«C__Ptt: 2 IfciEft^So 
[0 113] fcjb\ ±E#««E**-*-t?«, 2 RE* 

jj:*5v ^x. E*i- £ m « p ^a-js-r & sff *{bfll« c„ p 

fctfS««S*l 0 3<D^-^f^^rV 2 0 2^gi^L^V>2 

»:iSti^{c:t&*»j$nr^^. W««5|ci0 3tt, flF*Hb 
««C_P«:tfea?LT (7fy/S18, S3 2) . £ 
^ u^rE ; ni"9~o ^ <b c u ai (^f y/S i 9, S32) Q 

■t^fttoO AMR** 1 0 3 a«#«*UT#fc¥:Jt 
£^{f 1 0 3©«#« (^p^a) T-pt^bbyht^) 
10 zm^kmrtmnt lte*ut t>&v\ 

[0 114] *fc, 05, 6, 8, 9(D7P-ft- h 
1 0 3 ttflMftftA l 0 1 fc U< KMfe£>« 

1 0 3 a»bW3©f**«rEi#-es So 
[01153 #cfc, #««E**-S;^J:Sf»«E*^^ 

&£xfmnmm<o 2 Kk&m lt ?<d x 0 ltra 

20 [ o 1 1 6 3 m 4 ic^ Intern 1 ©»«E*;*5£T?te. if 
1 0 1 3&*b^E*«^fc»««* l 0 3 IsidbT* 
«)E*^fT*^ixSfe«>, itt— W^K4fc-rsfc^(c«# 
**SS*i 0 3 iz.p%Mi$tix^Z>Wi&*ei?~-;*'2 o 1 

[0 1 173 £ feM^fifcSBi: L-T^, *tOi--«*# 

w^tf-Sttf-tfciitf ftEtit t^i/y r^#t 

30 SrR^v^a.— /i^2 0 1 rttciy ^ b i LTMtTfcX 

[0 118] **3. if«««&^ 1 0 1 }*R&f£teB:»*£ 
Xfm^^K W«E*^IB»4'»bT*3< ^t-e, ^ 

H7t^ufc»2^««E**S:T?tt, 

»«-r**:«)fctt^r«««iie« 1 o 1 ^e>BF»YbE* 

[0 119] *33, ffiF««^l 0 3rtJKoll^^a.- 

/u2 o i **jffl^ttri*»««^a*oftfcKA-r5ff 

*f>Br«"e*0. i o i T?tti*#ft;E**a> 

^-r^Tff#C*l 0 3 rtJK©l«^v?3.— /W2 0 1 in 
SfeSiit^S. i-fttofe. «F#fbE*liSrftWi: 

[0 12 0] **5 % #<SHfif«<^2»cffiffl«, ^l^<f# 

E**S:*5 j:r>^2 <o«#E**S:^v^i*tLO»^^*3 

50 V^Ttj. ffi^i/a-yU2 0 l^l{-J;otfir*9o 
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rrr% m 4 intern i (Dmmmifijj^: ^ 0 7 b 
<Dm&m&&%h£tix$3*) ^ Lsfrh^vu^motHm* 

/i/eu tFSS^l 0 3rt^^^S^:fT5^v ? ^- 
7j^^^^L|£>^^7) 5 ilSi -5 "TiiETE^a^'&o 0 7 <jj>% 2 

I0121] ffitt#ti£A l o l jcij* br«««* 

2^ rcoj; f»««IS«l 0 l RHESUS 

IIK^««SB*#x^fe|EliR**b5fiJffl 

[0122] r © £ 5 a:. i o 3 (omzmmtk 
i o i^ftjfcu^ffsttsfcfe, « 

10 1 ©n^tlW+^fcSo 2 jke* 
dSfT*fcttfc»^ ^r©*^«:3l««J^«««S* 1 0 3 

4: {i-Tixtf-eoSaftSrfcif S r £ id J: 9 ^jESrfflfcRT-t 

So 

[0 12 3] ■eoawli^JsaffcirieSftt. 9c<Diy^ 

a-cr** «^i^@a*^j:o ? 2^ia*^tsfflfff^^: 
^a*^*e>ixSo smss* i o 3 ^nf »ft 

m^mt u o i £*t&gfii8*i o 

0 3tea&ftfJ&i\ 
[0 12 4] BtriSbfcJ; 5t-, 0 1, 10 

3 , 104 mx&mncD&miaL h<dzl ? tmm<o* 
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[0 12 5] 

^^^^/^tt#^ga*^ff«#t^^^^^5^ 
[0126] iB*5nfe*»©fl!r«^ii*fti?© 

20 #Wt£«£timE*#ffifc<fc;Ktf, «»»*fcteH*fc 

^^^ff#^S#(OPf^-CBf^t:bfc^co^@a^b. 

f^f^ ^•©EtSrgH" S r i: & X% Z> t£i>* 
*^t>Kr>f i^^/H»«* 2 ft«J{-ia*i"S r i: ^«T^ 

x$z> 0 

[Bffio«*ftRB] 

[Hi] ^WO-liaW^ffSWftE*^^^^©* 

i-H 

40 Rflt5fcfe©g| 

[0 6] 13*^*3^5 2ftBa*#m<Z>;7n— ^-y— h 
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